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Preface 


An  adaptive  receiver  and  a spread  spectrum  receiver 
are  combined  into  one  improved  jam  resistant  .communi- 
cation's system.  This  need  for  increased  jam  resistance 
is  attributed  to  the  reliance  on  command  and  control  com- 
munications by  our  national  and  military  leaders  in  times 
of  hostilities.  This  thesis  investigates  the  performance 
of  an  adaptive  spread  spectrum  communication's  system  in 
an  attempt  to  insure  jam  resistant  communications  when 
needed. 
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Abstract 

This  thesis  investigates  the  anti-jam  performance 
of  an  adaptive  spread  spectrum  communication’s  system. 

The  adaptive  filter  is  assumed  to  be  ideal  in  that  it 
perfectly  locates  the  jamming  signal  and  adapts  it's 
bandwidth  to  exactly  filter  out  the  jamming  signal.  The 
colored-noise  (jammer)  and  bandlimited  white  noise  are 
considered  to  have  flat  power  spectral  densities  within 
their  respective  bandwidths.  The  spread  spectrum  tech- 
nique considered  is  that  of  direct  sequence  modulation. 
Three  criteria  are  used  to  evaluate  the  system:  autocor- 
relation peak  degradation,  signal-to-noise  ratio,  and  in- 
tersymbol  interference.  The  results  indicate  that  an 
adaptive  spread  spectrum  communication's  system  is  able 
to  provide  an  increased  jam  resistant  communication  system. 


IMPROVED  ANTI-JAM  PERFORMANCE 


IN  AN  ADAPTIVE  SPREAD  SPECTRUM 
COMMUNICATION  SYSTEM 

I.  Introduction 

Military  communications  provide  our  national  and 
military  leaders  the  means  of  controlling  the  military 
might  of  our  nation.  In  time  of  national  conflict,  it 
becomes  vital  for  our  military  communication  systems  to 
perform  properly.  It  can  be  expected  that  our  nation's 
enemies  will  make  every  effort  to  either  impede  (jam)  or 
destroy  our  communication  systems.  Therefore,  in  order 
to  achieve  an  increased  jam  resistant  capability  in  a 
hostile  (jamming)  environment,  it  is  necessary  to  improve 
our  current  communication  systems. 

One  method  to  achieve  improved  communications  reli- 
ability is  the  use  of  adaptive  receiver  communication  tech- 
niques (Ref  5) . The  adaptive  receiver  techniques  makes  use 
of  a linear  receiver  which  has  a bandpass  filter,  a sampler, 
and  a tapped  delay  line  (TDL)  filter.  Any  signal  which 
passes  through  this  receiver  is  first  filtered  to  remove 
any  signals  which  are  outside  the  desired  information  sig- 
nal's narrow  frequency  band.  The  output  of  the  filter  is 
samples  and  sent  to  the  TDL  filter.  Each  sample  which  is 
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stored  at  one  of  the  TDL  filter  taps  is  multiplied  by  that 
particular  tap's  gain  value  and  a sum  of  all  the  tap  prod- 
uct terms  is  made.  This  sum  is  an  estimate  of  the  desired 
information  signal.  This  estimated  signal  is  compared  to 
an  estimated  desired  signal  and  an  error  signal  is  produced. 
This  error  signal,  which  corresponds  to  the  noise  added 
to  the  desired  signal,  is  used  as  an  input  to  the  tap  gain 
adjustment  circuitry,  which  can  effectively  adjust  the  fil- 
ter's characteristics  in  order  to  filter  out  the  unwanted 
signals  from  the  actual  received  signal.  The  output  of 
the  system,  ideally,  is  the  desired  information  signal  with- 
out the  interference  which  had  been  added  during  the  trans- 
mission process.  The  adaptive  receiver  is  sometimes  called  a 
"smart"  receiver  since  it  can  automatically  determine  what 
the  unwanted  signal  is  and  reduce  it  in  strength  without 
affecting  the  desired  information  signal.  This  technique 
has  been  limited  in  the  past  because  of  technology  and  the 
difficulty  of  obtaining  a close  estimate  of  the  desired 
signal.  Electronic  devices  such  as  the  TDL  filter  were  un- 
able to  respond  to  a signal  fast  enough  to  adequately  filter 
out  the  undesired  signals.  Technological  advances  in  the 
area  of  an  electronic  device  called  a charge  coupled  de- 
vice (CCD)  have  made  it  possible  to  perform  this  kind  of 
sophisticated  signal  processing  with  the  speed  necessary 
for  adaptive  processing  (Ref  5:484) . 

A second  method  of  achieving  improved  anti- jam  com- 
munication uses  spread  spectrum  communication  techniques 
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(Ref  1,  3).  The  inherent  characteristics  of  a spread 
spectrum  communications  system  provide  a means  of  pro- 
tecting communications  from  detection,  demodulation,  and 
interference  by  an  unauthorized  receiver  ar.d/or  jammer. 

A spread  spectrum  system  achieves  these  characteristics 
by  spreading  the  desired  information  signal  to  be  trans- 
mitted over  a wide  band  of  frequencies.  This  wide  band 
of  frequencies  is  obtained  by  using  one  of  the  four  basic- 
spreading  modulation  methods:  direct  sequence,  frequency 
hopping,  pulse-FM  (chirp),  or  time  hopping  (Ref  3:1). 

This  paper  will  consider  only  direct  sequence  modulation. 

A direct  sequence  modulated  spread  spectrum  communi- 
cations system  is  one  of  the  four  possible  pseudonoise 
modulation  methods  (Ref  1:13).  As  the  name  implies,  the 
transmitted  signal  is  generated  by  modulating  an  informa- 
tion bearing  signal  with  a high  speed  code  sequence.  The 
code  sequence  is  a binary  sequence  with  a length  long 
enough  and  bit  (code  chip)  duration  time  short  enough  to 
thinly  spread  the  relatively  narrow-band  information  signal 
over  a band  of  frequencies  typically  10  to  100  times  the 
original  bandwidth.  The  modulation  is  accomplished  by 
first  digitizing  the  information  signal,  multiplying  it 
to  the  much  higher  bit  rate  code  sequence,  and  using  the 
resulting  signal  to  modualte  a radio  frequency  carrier. 

The  spread  spectrum  receiver  accomplishes  the  fre- 
quency despreading  by  correlating  the  received  spread 
spectrum  signal  with  a similar,  locally  generated,  reference 
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Figure  1.  Adaptive  receiver. 
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signal.  The  correlation  of  the  two  matched  signals  causes 
the  frequency  spread  information  signal  to  be  compressed 
back  to  its  original  bandwidth  (before  spreading) . The 
de-spread  signal  is  then  passed  through  a lowpass  filter. 
Signal  processing  from  this  point  continues  as  if  the 
spread  spectrum  technique  had  not  been  used.  Any  unde- 
sired signal  which  is  received  by  the  spread  spectrum  re- 
ceiver that  is  not  matched  to  the  locally  generated  refer- 
ence signal  will  be  frequency  spread  as  was  the  original 
information  bearing  signal  at  the  transmitter.  The  amount 
of  spreading  of  the  undesired  signal  is  equal  to  the  band- 
width of  the  locally  generated  reference  signal. 

The  amount  of  process  gain,  or  signal-to-noise  im- 
provement factor,  achieved  by  a spread  spectrum  system  is 
given  as  the  ratio  of  the  bandwidth  of  the  transmitted 
spread  spectrum  signal  divided  by  the  information  (data) 
rate  (Ref  1:23).  However,  in  order  to  calculate  a jamming 
margin,  two  additional  performance  measures  must  be  in- 
cluded. These  are  internal  receiver  processing  loss  and 
required  receiver  output  level.  Typically,  these  values 
are  2db  and  lOdb  respectively.  If  we  limit  the  processing 
gain  to  27db  because  of  the  required  data  rate  and  maxi- 
mum transmission  bandwidth  restrictions,  we  have  a jamming 
margin  of  15db  (process  gain  minus  processing  loss  minus 
requied  receiver  operation  level) (Ref  1:8;  2:16,20).  Use 
of  a practical  error  correcting  code  has  the  effect  of 
adding  3db  to  the  jamming  margin,  since  the  code  is  able 


to  correct  some  of  the  receiver's  errors.  Therefore,  a 
jamming  margin  of  18  dB  is  achieved  with  a typical  spread 
spectrum  communication  system  used  in  conjunction  with 
error  correcting  codes. 

Although  this  method  of  providing  anti- jam  communi- 
cations has  been  effective,  it  has  its  limitations.  It 
can  be  overpowered  by  strong  jamming  signals.  It  is  also 
reasonable  to  expect  that  hostile  forces  will  be  building 
more  efficient  and  more  powerful  jamming  equipment  in  the 
future.  Thus,  jamming  to  desired  signal  levels  of  up  to 
60  dB  are  design  goals  in  a practical  military  spread 
spectrum  communications  system.  To  achieve  this  margin  of 
protection,  an  additional  42  dB  (60  dB-18  dB)  of  protection 
is  required.  This  additional  protection  will  have  to  be 
provided  by  other  means,  for  example,  the  use  of  antenna 
directivity  and  antenna  nulls,  electronic  interference 
cancellation,  and/or  colored  noise  filters. 

Antenna  cancellation  techniques  make  use  of  the  direc- 
tivity of  an  antenna  and  the  ability  to  place,  or  steer,  a 
null  in  the  direction  of  the  interf erring  signal.  Such 
techniques  are  limited  because  of  geographic  considerations. 

A jammer  located  in-line  between  the  desired  transmitter 
and  desired  receiver  would  prohibit  the  use  of  a null  and 
neutralize  the  advantage  of  a directional  antenna.  How- 
ever, the  probability  of  an  interference  sour  e operating 
for  any  significant  amount  of  time  in-line  with  the  desired 
transmitter  is  small.  Therefore,  a 20  dB  to  30  dB  additional 
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jamming  margin  can  be  expected  by  the  use  of  antenna  can- 
cellation techniques  (Ref  2:22-24). 

Effective  electronic  interference  cancellation  tech- 
niques require  the  generation  of  a duplicate  interference 
signal.  This  duplicate  is  subtracted  from  the  received 
signal  leaving  only  the  desired  signal.  The  problem  en- 
countered is  that  the  interferring  signal  to  be  duplicated 
must  be  relatively  unsophisticated  and  there  must  be  only 
a few  of  them.  This  method  requires  the  use  of  a signal 
generator  and  subtractor  for  each  interference  signal  or 
a highly  directional  antenna,  a signal  processor,  and  a 
subtractor.  The  latter  is  used  when  the  interferring  signal 
is  received  by  a second  receiver  antenna  and  used  to  form 
the  duplicate  interference  signal.  The  complexity,  cost, 
and  limitations  of  this  technique  in  the  past  have  made 
this  method  impractical  to  use  (Ref  1:9).  However,  current 
advances  in  the  technology  of  electronic  devices  may  allow 
this  type  of  processing  to  become  practical. 

The  last  possibility  is  the  use  of  colored-noise  fil- 
ters. These  filters  are  limited  to  rejecting  interference 
signals  which  occupy  a narrow  band  of  frequencies  compared 
to  the  spread  spectrum  signal's  frequency  band.  The  use 
of  wideband  filters  would  not  only  reject  the  interferring 
signal  but  also  a large  portion  of  the  desired  spread 
spectrum  signal.  The  narrowband  colored-noise  filter  is 
positioned  in  the  receiver  portion  of  the  system  prior  to 
the  correlator  (or  matched  filter  equivalent) . 
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With  one  exception  the  most  effective  jammer  against 
a spread  spectrum  system  is  a narrowband  jammer  (Ref  1:142). 
The  only  exception  is  an  interferring  signal  that  is  cor- 
related or  matched  to  the  spread  spectrum  code.  The  reason 
that  a continuous  wave  jammer  is  so  effective  is  that  the 
bandwidth  of  the  interference  signal  after  the  correlator 
is  equal  to  its  own  bandwidth  plus  the  bandwidth  of  the 
locally  generated  reference  signal.  Thus  a wideband  inter- 
ference signal  will  have  its  power  spread  over  a wider 
bandwidth  than  a narrowband  interference  signal.  When  the 
frequency  spread  interference  signal  is  passed  through  the 
lowpass  filter  following  the  correlator,  a portion  of  its 
power  will  be  filtered  out.  Therefore,  the  larger  the  in- 
terference signal's  bandwidth,  the  smaller  the  amount  of 
power  that  falls  within  the  passband  of  the  filter. 

In  an  effort  to  find  what  method  or  combination  of 
methods  is  best  suited  to  the  suppression  of  interference, 
an  investigation  of  spread  spectrum  techniques  in  an 
idealized  adaptive  system  will  be  the  subject  of  this  paper. 
The  use  of  a direct  sequence  spread  spectrum  code  oper- 
ating on  binary  data  solves  the  problem  of  obtaining  a 
duplicate  of  the  desired  signal  required  by  the  adaptive 
receiver.  The  spread  spectrum  code  or  its  complement  be- 
comes the  desired  signal.  Since  the  greatest  threat  to 
a spread  spectrum  system  is  a narrowband  jammer,  an  inves- 
tigation of  the  use  of  a programable  tapped  delay  line 


8 


1 


as  an  adaptive  narrowband  filter  in  a spread  spectrum  re- 
ceiver is  made.  The  adaptive  narrowband  filter  is  con- 
sidered ideal  in  that  it  can  perfectly  locate  the  jamming 
signal  and  adjust  to  its  bandwidth.  The  adaptive  circuit 
of  Figure  1 can  perform  the  function  of  the  adaptive  nar- 
rowband filter  (colored-noise  filter)  and  is  located  ahead 
of  the  spread  spectrum  receiver's  correlator. 

Three  criteria  will  be  used  to  evaluate  the  perfor- 
mance of  this  system:  the  amount  of  desired  signal  auto- 
correlation peak  degradation  introduced  (Ref  3) ; the  signal- 
to-noise  ratio  improvement  factor  (Ref  4) ; and  amount  of 
degradation  caused  by  intersymbol  interference.  A spread 
spectrum  signal  model  is  first  developed  in  order  to  use 
the  criteria. 


II.  Autocorrelation  Peak  Degradation 


Spread  Spectrum  Signal  Model 

A spread  spectrum  signal,  m(t) , at  radio  frequency 
can  be  represented  over  a signalling  interval  by 

m(t)  = i (t)  c (t) cos (wmt)  (1) 

wnere , 

i(t)  is  the  information  bit  (+1) 

c(t)  is  the  spread  spectrum  code  at  base- 

band 

wm  is  equal  to  2-rrf^,  where  f is  the 

modulation  frequency 

A plot  of  a typical  spread  spectrum  code,  c(t)  is  shown 
in  Figure  3. 

Thfe  energy  in  m(t)  is  calculated  as  follows 
T 

E = / [i (t) c (t) cos (w  t) J 2dt 

m 

0 

NtS  , „ 

= / I c ( t ) I cosz (wm  t)dt 

0 m 

Nts  7 

= f A (1/2  + (1/2)  cos  (2w  t)  ) dt 
0 

Nts  j Nts  - 

= / A /2  dt  + / (1/2)A  cos(2wirt)dt 

0 0 m 

A2Nt 

“ “T-  (2) 

where , 


10 


Figure  4.  Autocorrelation  function  of  c(t). 


t is  the  chip  width  of  the  code 

s 

N is  the  number  of  chips  in  the  code 

A is  the  magnitude  of  each  chip 

T is  much  greater  than  ( f m)  1 

One  property  of  the  time  autocorrelation  function, 

R(t) , is  that  its  magnitude  at  t equal  to  zero  is  the  total 
energy  contained  in  the  signal.  Since  the  code  is  a per- 
iodic sequence  of  pulses  it  will  have  a triangular  shape 
with  a base  length  equal  to  twice  the  chip  width  of  the 
code.  This  occurs  after  many  autocorrelations  have  taken 
place.  Another  property  of  the  autocorrelation  function  is 
that  it  is  an  even  function.  From  this  information  it  is 
possible  to  sketch  Rc(x)  in  Figure  4 (Ref  7:18,  47,  229). 
The  triangular  pulse  is  repeated  every  Ntg  seconds. 

The  Fourier  transform  of  the  autocorelation  function 
is  the  energy  density  spectrum  which  is  equal  to 

S(f)  = F[A2Ntg/2)  tl--^-)  rect  (t/2tg) ) 

s 

= E F t(l-(|t|/t  ))  rect  (t/2t  ) ] 

S o 

= E tg  sinc2(tgf)  (3) 

where , 

rectC)  is  a rectangle  function 
E is  defined  by  Eq  (2) 

Eqs  (1),  (2),  and  (3)  as  well  as  Eq  (10)  of  Appendix  E be- 
come the  models  to  be  used  in  the  analysis  that  follows. 
Also,  the  receiver  is  considered  to  be  coherent  and 
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synchronized  to  the  codeword.  Therefore,  the  received 
signal  is  either  the  modulated  codeword  or  the  modulated 
codeword  complement.  The  received  signal  is  considered 
to  be  completely  determined. 


Filter  Centered  on  Spread  Spectrum  Signal 

Armed  with  the  information  from  the  previous  section 
we  will  proceed  to  calculate  the  amount  the  peak  of  the 
autocorrelation  function  is  reduced  (degraded)  by  the  use 
of  a colored-noise  filter  in  the  spread  spectrum  system. 
Figure  5 shows  a block  diagram  of  the  filter  and  the  matched 
filter  used  in  the  receiver  section  of  the  spread  spectrum 
system. 

The  colored-noise  filter  is  an  ideal  bandstop  filter 
with  a bandwidth,  B,  that  is  much  smaller  than  the  bandwidth 
of  the  spread  spectrum  signal.  The  matched  filter  is  matched 
to  the  spread  spectrum  code. 

The  ideal  band  stop  filter  has  a transfer  function  equal 

to  H (f) , where 
sm 


H__ ( f ) 
sm 


0 f -B/2^ I t I <f  +B/2 
m m 

else 


(4) 


Using  an  ideal  bandpass  filter,  with  transfer  function  Hpro(f) , 
instead  of  the  ideal  bandstop  filter  yields  the  following 
equality 


H(f) 

sm 


1-H  (f) 

pm 


(5) 
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V 


where , 


H ( f ) 
pm 


1 f -B/2- I f | -f  +B/2 

m 1 1 m 

0 else 


(6) 


The  spread  spectrum  signal  is  centered  on  a frequency 
fm.  In  order  to  find  the  baseband  representation  of  the 
ideal  narrowband  filter,  consider  Figure  6.  The  time  do- 
main representation  of  the  colored-noise  filter  is  the 
inverse  Fourier  transform  of  its  frequency  domain  repre- 
sentation. Therefore, 


hpm(t)  = F-1  [rest  (f^111)  + rect  B 


f-fnt] 


= F ^ [rect  (^)  ] [e+-*wmt  + e •^wmt] 


B sine  (Bt)  2cos (w  t) 

m 


= Re  [2B  sine  (Bt)  e-Jwmt 


(7) 


Defining  h (t)  as 


h (t)  = 2 B sine  (Bt) 

pc 


(8) 


Where  hpc(t)  is  the  baseband  representation  for  the  ideal 
bandpass  filte’'  entered  on  fm-  Taking  the  inverse  Fourier 
transform  of  Eq  (8)  yie  ’ , 


Hpc(f)  = 2 rect(|) 


(9) 


The  baseband  representation  of  the  colored-noise  filter 

now  becomes  H (f) 
sc 
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Hsc<f) 


K-H  (f) 
pc 


= 2-2  rect  (f/B) 


where  K is  the  constant  obtained  from  moving  H (f)  to 

3 sm 

baseband. 

It  is  now  possible  to  construct  the  baseband  model. 
Figure  7,  of  the  colored-noise  filter  and  the  matched 
filter. 


Using: 


ctf  t)  **  C (f ) 
R(T)~S(f) 


Fourier  transform  pairs 


C*  ( f ) is  the  complex  conjugate  of  C(f) 

R(t)  is  the  autocorrelation  function  of  c(t) 
S(f)  is  the  Fourier  transform  of  R(x) 


From  Figure  7 : 


CM f)  = C(f)  Hsc(f) 

= C(f)  (2-2  rect  (f/B)) 


CQ(f)  = C"(f)  C*(f) 

= 2 C(f)  C*(f) [l-rect(f/B) ] 
= 2 | C ( f ) | 2 [1-rect (f/B) ] 


2 

Looking  at  Eq  (13)  it  is  observed  that  |c(f) | is  two  times 
the  energy  spectral  density  of  the  spread  spectrum  code, 
S(f).  Therefore,  substituting  Eq  (3)  into  the  above  yields, 


C (f)  = 4Et  sine  (tf) [1-rect  (f/B)] 

u s s 


4 


Taking  the  inverse  Fourier  transform  of  Eq  (14)  yields 


CQ(t)  = F_1[Co(f)] 

= F ^[4Et  sinc2(t  f ) [1-rect ( f/B) ] ] 
s s 

= 4EF  ^[t  sinc2(t  f)  - t sinc2(t  f) 
s s s s 

rect (f/B) ] 

= 4EF  [t  sinc2(t  f ) ] - 4EF  ^[t  sine2 
s s s 

(tsf)  rect  (f/B)] 

= 4E  ( 1— | t | /t  ) rect(x/2t  ) - 4Et 
s s s 

F-1[sinc2(t  f)  rect(f/B)]  (15) 

O 

The  assumption  that  the  bandwidth  of  the  colored-noise 
filter  is  much  smaller  then  the  bandwidth  of  the  spread 
spectrum  signal  (B<<W,  where  W is  equal  to  two  divided  by 
t ) allows  the  following  approximation: 

1=  sine2 ( t f ) -B/2<f <B/2  (16) 

s 

When  B is  small  enough  compared  to  W,  the  magnitude  of  the 
sine  squared  function  remains  within  ±10  percent  of  its 
magnitude  at  the  center  of  the  colored-noise  filter's  band- 
width. Therefore, 

c (t)  = 4E(l-|t|/t  ) rect(t/2t  ) - 4E  t F ^ [rect ( f/B) ] 

o s s s 

= 4E ( 1- | t | /t  ) rect (t/2t  ) - 4Et  B sinc(Bt) 

s s s (1?) 

When  t is  set  equal  to  zero,  the  amount  of  degradation  of 
the  autocorrelation  peak  can  be  obtained.  This  sets  the 
value  of  the  triangle  function  and  sinc(Bt)  equal  to  one. 

Thus 
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T 


c (0)  = 4E  = 4EBt  (18) 

u s 

Dividing  through  by  4E  in  Eq  (18)  yields 

c (0)  - 1-Bt  (19) 

o s 

The  amount  of  normalized  degradation  caused  by  the  colored- 
noise  filter  is  now  defined  as 

d = Bt 

s 

= 2(|)  (20) 

This  assumes  that  B is  small  enough  compared  to  W that  the 

sine  squared  function  can  be  considered  flat  (±10%)  over 

the  bandwidth  B.  With  this  information,  it  is  now  possible 

to  consider  a direct  sequence  spread  spectrum  signal  with 

bandwidth  W.  If  tg  is  defined  to  be  the  pulse  width  of 

the  direct  sequence  code  and  f as  the  frequency  at  which 

s 

2 

the  first  zero  of  sine  (t  f)  occurs,  then  f equals  W/2 

s s 

and  t is  equal  to  2/W.  A plot  of  the  frequency  and  time 
s 

domains  of  the  spread  spectrum  signal  and  the  narrowband 

colored-noise  filter  are  shown  in  Figures  8 and  9. 

From  Figures  8 and  9,  we  can  observe  that  the  same 

amount  of  peak  degradation  of  the  autocorrelation  function 

is  equal  to  the  invers  Fourier  transform  of  the  product 

of  Figures  8a  and  9a  evaluated  at  t equal  to  zero,  yielding 

d-2ABt  . Because  our  assumption  is  good  only  for  values 
s 

of  B that  allow  the  power  spectrum  function  to  remain 


18 


within  10  percent  of  being  flat,  we  will  attach  to  each 
value  of  B a corresponding  value  of  percent  deviation 
(P)  . 

Table  I (Appendix  A)  contains  the  percent  value  of 
B divided  by  W,  the  amount  of  normalized  peak  deviation, 
the  amount  of  signal  power  lost,  and  the  percent  deviation 
for  each  value  of  B/W.  A direct  sequence  modulated  spread 
spectrum  system  is  being  considered.  The  calculations  for 
these  values  are  shown  in  Appendix  A.  Figure  10  is  a plot 
of  20  log  (1-d) , L,  versus  percent  W.  It  is  noted  that 
for  a sacrifice  of  1 dB  in  the  autocorrelation  peak,  in- 
curred by  a colored-noise  filter  with  a bandwidth  of  3 per- 
cent of  the  spread  spectrum's  code  bandwidth,  an  attenuation 
of  25  dB  in  jamming  signal  strength  can  be  achieved. 

For  B/W>8 . 75  percent,  the  amount  of  degradation  to  the 

triangular  autocorrelation  function  is  not  constant  over 

the  interval  (-t  ,t  ).  This  is  because  the  sinc(Bt)  func- 
s s 

tion  over  this  interval  can  no  longer  be  considered  flat. 
Above  this  value  of  B/W,  a larger  degradation  of  the  auto- 
correlation peak  (t=0)  then  any  other  point  in  the  interval 
is  observed. 

The  assumption  that  the  spread  spectrum  power  density 
function  remains  within  ten  percent  of  the  magnitude  at  the 
frequency  corresponding  to  the  filter's  center  frequency 
no  longer  holds  above  B/W  equal  to  8.75  percent.  There- 
fore, our  calculation  of  peak-degradation  can  no  longer  be 
considered  accurate  above  this  value  for  B/W. 
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Figure  8.  Normalized  plot  of  (a)  S(f);  and,  (b)  inverse 
Fourier  transform  of  S(f ) . 


-20  log  (1-d)  [dB] 


4 


3 


k. 


Figure  10.  Plot  of  peak  degradation  versus  percent  B/W 

(filter  centered) 
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Filter  Offset  by  Fifty  Percent  from  Center  of  Spread  Spec- 
trum Signal- 

In  order  to  investigate  the  effects  of  a narrow  pass 

filter  with  a center  frequency  shifted  by  an  amount  Af  Hz, 

attention  is  given  to  Figure  12,  where  Af  is  equal  to  f 

minus  f . Taking  the  inverse  Fourier  transform  of  the 
m 

filter,  we  get  the  following: 

h (t)  = F-1[rect(^p°)  +rect(^°)] 

= F [rect  (|-)  ] • (e+^wot  + e -^wot) 

B 

= 2B  sinc(Bt)  cos (wQt) 

= Re ( 2B  sinc(Bt)  (cos(wQt)  + j sin(wQt)) 

= Re (2B  sine (Bt) *e^wot)  (21) 


where 

w is  2iTf 
o o 

H (f ) , the  Fourier  transform  of  h(t),  is  a single  square 
pulse  centered  at  f=0.  In  order  to  shift  it  to  the  desired 
location,  the  following  is  performed 


h ( t)  = Re  (2B  sine (Bt) 


+ j (w  -w) t 
e o m 


+jw  t) 
e J m 


where 


(22) 


w. 


m 


is  2irf 

m 


Defining  h(t),  the  baseband  representation  of  the  colored- 
noise  filter  as 
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Figure  12.  Colored-noise  filter  offset  from  fm. 


L 
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Figure  13.  Plot  of  (a)  spread  spectrum  power  density  function; 
and,  (b)  narrowband  colored-noise  filter  centered  on  Af. 
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h (t)  £ ( 2B)  sine (Bt)  e+^ (wo“Wm) t (23) 

pc 

and  using, 

Aw  = w - w (24) 

o in 

results  in 

hpc(t)  = 2B  sine  (Bt)  e+jAwt  (25) 

Taking  the  Fourier  transform,  yields 

I|>c(f)  - 2 rect(^=^)  (26) 

Substituting  Eq  (26)  into  Eq  (14)  results  in 

CQ(f)  = 4Etg  sinc2(tsf)  (l-rect(~ -)  ) (27) 

Defining  the  amount  of  degradation  introduced  by  the  filter 
as 

d(t)  = F l(4Et  sinc^(t  Af)  •rect(^5^)  ) (28) 

Because  of  the  assumption  that  the  power  spectral  function 
is  considered  flat  (±10%)  over  the  filter's  bandwidth,  the 
sine  squared  term  can  be  treated  as  a constant.  Therefore, 

d(t)  = 4Etg  sinc2(tgAf)  F*"1  (rect  (^A— )) 

= 4Et  sinc2(t  Af)  B sinc(Bt)  e+^Awt 
s s 

= 4 EBt  sinc2(t  Af)  sinc(Bt)  e+3Awt  (29) 

s s 

At  this  point,  the  only  concern  is  with  the  amount  of  de- 
gradation of  the  correlation  peak;  therefore,  t is  again 
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set  equal  to  zero  and  Eq  (29)  becomes 


1 


d (0)  = 4EBt  sine2 ( t Af ) (30) 

s s 

Dividing  Eq  (30)  by  4E,  as  was  done  with  Eq  (18) , the  nor- 
malized degradation  caused  by  the  filter  is  given  by 

d = Bt  sinc2(t  Af) 
s s 

W sine  (5^72  (31) 

Since  the  filter  is  now  centered  on  a frequency  equal  to 
Af,  a Af  now  must  be  chosen  to  observe  the  effects  of 
shifting  the  filter.  Again,  the  amplitude  of  the  spread 
spectrum  power  density  function  is  considered  to  be  con- 
stant, within  10%  of  its  magnitude  at  Af,  over  the  band- 
width of  the  filter.  This  holds  true  only  for  B<<W. 

Using  the  example  of  the  previous  section  and  choosing  Af 
equal  to  W/4  places  the  filter  midway  between  the  peak  of 
the  spread  spectrum's  power  spectrum  function  and  its 
first  null. 

Table  II  gives  the  percent  of  B divided  by  W,  the 
amount  of  normalized  peak  degradation  (d) , the  amount  of 
signal  power  lost  (L) , and  the  percent  deviation  (P)  of 
the  spread  spectrum  density  function  from  being  at  its 
amplitutde  at  frequency  Af  for  each  value  of  B/W  (see  Ap- 
pendix B) . Using  the  same  direct  sequence  modulated  spread 
spectrum  system  as  was  used  in  the  previous  section,  the 
calculations  for  values  of  B/W  are  shown  in  Appendix  B. 
Figure  11  is  a plot  of  L,  equal  to  20  log  (1-d) , versus 
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percent  B/W. 

The  assumption  that  the  power  density  function  remains 
flat  (±10%)  over  the  bandwidth  of  the  filter  is  valid  up 
to  B/W  equal  to  12.5  percent.  This  is  a substantial  de- 
crease in  the  filter's  bandwidth  where  the  assumption  re- 
mains valid,  compared  to  the  non-shifted  case.  This  is 

because  the  filter  is  positioned  on  a relatively  steeper 

2 

portion  of  the  t sine  (t  Af)  curve. 

s s 

Appendix  C shows  the  calculations  for  an  upper  bound 
on  the  amount  of  autocorrelation  peak  degradation  due  to 
the  filter.  The  value  for  d is  computed  using  the  largest 
magnitude  of  the  power  spectral  function  contained  within 
the  filter's  frequency  band.  This  corresponds  to  using 
the  magnitude  at  frequency  f . Table  III  (Appendix  C) 
shows  the  results  and  Figure  11  gives  a plot  of  L versus 
percent  W,  The  values  for  B/W  and  P are  the  same  for  cor- 
responding values  of  B in  Table  II. 

Appendix  D shows  the  calculations  for  the  lower  bound 
on  the  amount  of  autocorrelation  peak  degradation  due  to 
the  colored-noise  filter.  The  value  fer  d,  this  time,  is 
computed  using  the  smallest  magnitude  of  the  power  spectral 
function  contained  within  the  filter's  frequency  band. 

This  corresponds  to  using  the  value  at  frequency  fH.  Table 
IV  shows  the  results  of  these  calculations  and  Figure  14 


gives  a plot  of  L versus  percent  W. 

This  chapter  has  considered  the  case  when  the  colored- 


27 


-20  log  (1-d)  [dB] 


Figure  14.  Plot  of  peak  degradation  versus  percent  B/W 
(filter  offset)  (a)  upper  bound;  (b)  average,  and  (c)  lower 

bound. 
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noise  filter  is  centered  on  the  spread  spectrum  signal 
and  when  the  filter  is  offset  by  an  amount  equal  to  W/4 . 

The  amount  of  desired  signal  autocorrelation  peak  degra- 
dation is  given  by  Eqs(20)  and  (30)  for  the  centered  and 
offset  cases  respectively.  Tables  I and  II  (Appendix  A 
and  B,  respectively)  show  some  computed  values  using 
these  equations  for  various  values  of  B/W.  Comparing 
Tables  I and  II,  it  is  seen  that  the  greatest  amount  of 
autocorrelation  peak  degradation  for  a given  value  of  B/W 
is  when  the  filter  is  centered  on  the  signal.  From  Eq  (31) 
it  can  be  seen  that  the  larger  the  offset  the  less  effect 
the  filter  has  on  the  autocorrelation  peak.  However,  the 
larger  the  filter's  bandwidth,  the  larger  the  amount  of 
degradation.  Thus  the  first  criterion  indicates  that  a 
colored-noise  filter  can  improve  performance  in  an  adaptive 

i* 

spread  spectrum  communications  system  being  jammed  by  its 

[ 

largest  threat:  a narrowband  jammer  (see  Appendix  F) . 

This  leads  to  the  next  chapter  which  looks  at  the  second 
criterion  to  be  investigated:  signal-to-noise  improvement. 
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III.  Signal-to-Noise  Ratio 


r 


In  order  to  evaluate  the  performance  improvement  by 
introducing  a colored-noise  filter  into  a spread  spectrum 
communication's  receiver,  a comparison  of  the  signal-to 
noise  ratios  of  the  receiver  with  and  without  the  colored- 
noise  filter  is  made.  Section  1 contains  the  analysis  for 
the  signal-to-noise  ratio  of  the  receiver  without  the  filter. 
Section  II  does  the  same  analysis  for  the  receiver  with  the 
filter.  In  both  analyses,  the  spread  spectrum  signal  is 
considered  to  be  a binary  information  stream  modualted  by 
a direct  sequence  code  with  a total  energy  given  by  Eq  (2) 


and  has  a bandwidth  W.  The  noise  of  the  receiver  is  con- 
sidered to  have  a flat  spectral  density  over  the  bandwidth 
W.  Lastly,  the  jamming  signal  is  also  considered  to  have 
a flat  spectral  density  over  its  bandwidth  B. 


Spread  Spectrum  Receiver  Without  a Colored-Noise  Filter 


In  a coherent  spread  spectrum  communications  system, 
the  received  signal,  r(t) , with  colored-noise  (interference 
jamming)  can  be  represented  at  baseband  as: 


where 


r ( t)  = i ( t)  c ( t)  + n (t)  + j(t) 


i(t)  is  the  information  signal  (equal  to  ±1) 

c(t)  is  the  spread  spectrum  code  at  baseband 


is  bandlimited  white  noise 


L 
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■Pi 


j (t)  is  the  colored-noise  (interference) 

All  signals  are  represented  by  their  complex  envelopes. 
Figure  15  shows  the  correlation  implementation  of  the 
spread  spectrum  with  c*(t). being  equal  to  the  complex 
conjugate  of  C(t).  From  Figure  15  and  Eq  (3),  we  have: 

T 

y (T)  = / [c  ( t)  C (t)  + n (t)  + j(t)]c*(t)  dt 

o 

T T 

= /c  (t)  C (t)  c*  (t)  dt  + n(t)c*(t)dt  + 
o o 

T 

/ j (t) c* (t) dt  (33) 

o 

The  output  of  the  correlator,  y(T) , at  time  t equal  to  T 
is  a number  with  units  of  volts,  thus,  c*  (t)  is  unitless. 

On  a per  ohm  basis  the  output  power,  P , due  to  the  spread 
spectrum  signal  is  given  by 

2 


pc  - iycwn 


(34) 


where 


^,(T)  = /i  ( t)  C ( t)  c*  ( t)  dt 

o 


* /i(t)  |c(t)  rdt 

o 


(35) 


Therefore , 


P„  = [/ | C (t) | 2dt] 


(36) 


Since  by  definition  i(t)  is  either  plus  or  minus  one,  then 
i(t)  squared  is  equal  to  plus  one.  Using  Eqs  (E-10)  and 
(E-ll) 


P„  = 4E 
c 
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To  compute  the  output  power  due  to  the  noise,  the 
receiver  is  represented  as  a matched  filter  in  Figure  16. 
This  is  allowed  since  a matched  filter  receiver  is  equiv- 
alent to  a correlator  receiver  at  sampling  instant  T. 

The  matched  filter  is  matched  to  the  received  spread 
spectrum  signal.  Thus,  if  the  impulse  response  of  the 
filter  is  defined  as  h(t)  and  H(f)  as  the  Fourier  trans- 
form of  h(t) , then 

H (f ) = C*( f)  (38) 

where 

G*(f)  is  the  Fourier  transform  of  c*(t) 

N 

White  noise  with  a power  spectral  density  Sin  = ^ , at 
the  input  of  this  filter,  results  in  an  output  noise  with 
power  spectral  density  SQn(f)  where 

Sc„'f)  - Sin|H(f)|2 
N 

= ^ | C ( f ) |Z  (39) 

Integrating  SQn  over  all  frequencies  gives  us  the  total 

output  noise  power,  thus, 

°°N  - 

Pn  = /—  | C ( f ) |2  df 

n -«2 

N » - 

* 2^_^|C(f) | 2 df 

= N E (40) 

o 

Eq  (40)  makes  use  of  Eq  (E-9) . 

Turning  to  the  colored-noise  (jammer) , Figure  13  is 
again  used  with  the  matched  filter  matched  to  the  received 
desired  spread  spectrum  signal  c(t).  The  colored  noise  has 
a power  spectal  density  = JQ  /2  over  its  bandwidth  B. 
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The  jammer's  bandwidth  is  assumed  much  smaller  than  the 
bandwidth  of  the  spread  spectrum  signal  (B<<W) . 


i. 

1 


I 


The  spread  spectrum  code  appears  as  in  Figure  3,  and 
has  an  autocorrelation  function,  R(x) , given  in  Eq  (3)  and 
shown  in  Figure  4.  Being  concerned  with  baseband  repre- 
sentation and  using  the  ideal  (one-shot  correlation) case 
the  total  energy  is  given  by  Eq  (2)  as 

E = A2Nt  /2  (2) 

s 

Taking  the  Fourier  transform  of  R(x)  yielded  the  energy 
spectral  density,  S(f),  given  by  Eq  (3)  as 

S(f ) = Et  sinc2(t  f)  (3) 

s s 

Using  the  equality 

W = 2/ t (41) 

s 

where 

W is  the  bandwidth  of  the  spread  spectrum 
signal 

t is  the  pulse  width  of  one  spread  spectrum 

s chip 

Eq  (3)  becomes 

S(f)  = 2 (E/W) , sine2 (t  f ) (42) 

S 

The  jammer  has  a power  spectrum  Sj(f)  whose  magnitude 
is  considered  constant  and  equal  to  Jq/2  for  -B/2<f<B/2, 
and  zero  elsewhere.  (Again,  B is  much  less  then  W) . 

The  output  of  the  matched  filter  of  Figure  13  is  the 
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noise  energy  density  SQj , where 


Soj(f)  = S.  (f)  | H (f ) | 

= S.(f)  | C ( f ) | 


To  obtain  the  total  output  colored-noise  power,  P ^ , Eq  (43) 
is  integrated  over  all  frequencies. 


Pj  = /S  (f)|C(f)|2df 


= / 2S  ..(f)  S (f ) df 

— OO 


(44) 


Substitution  of  Eq  (42)  into  Eq  (44)  yields 


B/2  2 J E 

P.  = / — — 

3 -B/2  W 


sine  (tgf) 


where 


2J  E B/2 

/ 

W -B/2 


sine  (tgf)  df 


B/2 

/ sine  (t  f)  df  = B 
-B/2  s 


(45) 


(46) 


since 


sine  (t  f)  = 1 
s 


when  B<<-^— 
s 


(47) 


Therefore, 


j 


2EJ  B 

Q 

W 


(48) 


The  signal-to-noise  ratio  at  the  output  of  the 
correlator,  without  a notch  filter,  is 
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SNR 


w/o 


n 


+ P. 


N E + 2J  BE 
o o 

W 

E 

N + 2 J B 
o o 

W (49) 


Eq  (49)  gives  the  signal-to-noise  ratio  without  the 
use  of  a colored-noise  filter.  It  is  now  necessary  to 
calculate  the  signal-to-noise  ratio  of  the  same  system 
but  with  a colored-noise  filter.  Once  this  is  done,  then 
signal-to-noise  ratio  with  the  filter  can  be  divided  by 
the  signal-to-noise  ratio  without  the  filter  and  the  re- 
sult compared  to  one.  When  the  resulting  equation  is 
greater  than  one,  a signal-to-noise  ratio  improvement  is 
possible.  The  next  section  does  the  analysis  with  the 
filter. 


Spread  Spectrum  Receiver  with  a Colored-Noise  Filter 

The  introduction  of  an  ideal  colored-noise  filter  in- 
to the  process  so  that  the  colored-noise  (jammer  is  com- 
pletely removed  yields  the  receiver  block  diagram  of 
Figure  17,  where  hj (t)  is  the  impulse  response  of  the 
colored-noise  filter  and  H ^ (f)  is  its  Fourier  transform. 
The  output  CQ(f),  where  the  transfer  function  Hj (f)  is 
that  of  an  ideal  bandstop  filter  centered  on  zero,  is 
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Figure  17.  Receiver  with  colored-noise  filter  (a)  correlator 
representation;  and,  (b)  matched  filter 
representation 


Figure  18.  Receiver  block  diagram  with  colored-noise  filter 
for  noise  power  calculations 
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given  by  Eq  (13)  , 


CQ(f)  = 2 | C (f ) |2  [1-H1  (f ) ] (13) 

where  (f)  is  equal  to  Hsm(f)  of  Eq  (5) . Following  the 
same  procedure  as  was  done  for  Eqs  (14)  through  (18)  yields 
for  CQ(t)  evaluated  at  t equal  to  zero, 

C (0)  = 4E  - 4EBt 

o s 

= 4E  - 8E  (B/W)  (50) 

where  t is  equal  to  two  divided  by  the  bandwidth  (W)  of 
the  spread  spectrum  signal.  Manipulating  the  above  to  ob- 
tain: 

CQ(0)  = 4E  - 8E(B/V7) 

= (4E/Y «)VS  - (4E/W)2B 

= (4E/W) (W-2B)  (52) 

The  output  noise  power  with  the  colored-noise  filter 
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where 


tl-Hlp  (£)]'  - 1 - Hlp(f) 


(55) 


Therefore 


n 


= (1/2)N0  24  r 1C(f)  I 2 - |C (f ) I 2 |Hlp(f ) I 2]df 


B/2 

= 2N  [2E  - / | C ( f ) 

° -B/2 

- aNo  12E‘E  iT  1 


- 2No2E[I  - jr  1 


- “erf  (W-2B) 


df 


(56) 


The  signal-to-noise  ratio  with  the  colored-noise  filter 
is, 


SIR  = c 
w ^ 

= (^— ) 2 (W-2B) 2 

N 4E  (W-2B) 

W 

= (W-2B) 
o 

The  amount  of  improvement  gained  by  using  the  colored- 
noise  filter  can  be  expressed  as  the  ratio  of  the  SNR 
with  the  filter  and  the  SNR  without  the  filter. 


(57) 


SNR 


w 


SNR 


w/o 


4E 

N W 
o 


(W-2B) 


4E 


N 2J  B 
o o 

W 
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(W-2W) 


N W 
o 


W-2B 

w 


J B 

fNo  + -W  1 


(1  + 


2 J B 
o 

N W 
o 


(1  - 1®.) 
' W ' 


(1  + 


J 2B 
o 

N W 
o 


(58) 


Thus,  the  amount  of  improvement  depends  on  two  ratios  or 
parameters.  The  first  is  the  jammer-to-signal  bandwidth 
ratio  and  the  second  is  the  jammer-to-noise  power  ratio. 

An  improvement  capability  exists  whenever  Eq  (58)  is  greater 
than  one,  that  is  when 


N 


or  equivalently. 


1 - 2B 
W 


(59) 


N 


2B  < i _ 12 

W Jo 


(60) 


IV.  Intersymbol  Interference 


Intersymbol  interference  occurs  when  the  response  of 
one  or  more  symbols  is  still  present  when  the  current 
symbol  is  being  processed.  In  the  case  of  the  spread 
spectrum  system,  the  addition  of  a colored-noise  filter 
with  a narrow  bandwidth  results  in  a very  long  time  re- 
sponse compared  to  that  of  the  autocorrelation.  If  the 
response  of  the  filter  is  longer  than  the  interval  be- 
tween the  autocorrelation  peaks,  then  intersymbol  inter- 
ference will  occur.  The  interval  between  autocorrelation 
peaks  is  a function  of  Ntg  (code  period) . 

If  the  time  of  the  current  autocorrelation  peak  is 
denoted  as  tg  and  that  of  the  previous  autocorrelation 
peak  as  t^,  then 


In  general 


(61a) 


‘o  - **  - kNts 


k-0,1,2,...  (61b) 


The  effect  of  the  filter  on  the  autocorrelation  function 
is  given  in  Eq  (17).  Normalizing  Eq  (17)  and  using  only 
the  portion  due  to  the  filter  (second  term)  yields 


d(t)  = t B sinc(Bt) 
s 


(62) 


where , 


d(t)  is  the  degradation  due  to  the  colored- 
noise  filter 
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B is  the  bandwidth  of  the  colored-noise 

filter 

Since  only  the  peak  degradation  is  of  interest,  the  values 
for  t given  by  Eq  (61)  are  substituted  into  Eq(62)  to 
yield 

00 

d = Z t B sine  (kBNt  ) (63) 

k=o  s s 

where  k equal  to  zero  corresponds  to  the  present  filter's 
response  associated  with  the  present  autocorrelation  peak 
and  k equal  to  one  corresponds  to  the  filter  response 
associated  with  the  previous  autocorrelation  peak,  and  so 
on.  In  any  given  system  t and  B will  be  fixed  at  any  in- 
stant  of  time,  therefore,  for  the  degradation  caused  by 
intersymbol  interference, 

00 

d.  = t B Z sine  (kBNt  ) (64) 

1 s k=l  s 

The  lower  limit  on  k has  changed  from  zero  to  one  because 
setting  k equal  to  zero  yields  Eq  (20) , which  is  not  defined 
to  be  intersymbol  interference.  As  long  as  our  assumption 
that  the  colored-noise  filter's  bandwidth  (B)  is  much 
smaller  than  the  spread  spectrum  signal's  bandwidth  (W) , 
then  there  will  be  constructive  as  well  as  destructive  in- 
terference. From  Eq  (64),  it  can  be  seen  that  as  k in- 
creases the  magnitude  of  the  sine  function  envelope  de- 
creases and  at  infinity  goes  to  zero,  thereby  having  no 
effect  on  the  current  autocorrelation  function  peak.  It 
i3  important  to  note  that  in  Eq  (64)  the  data  is  considered 
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to  be  all  "plus  ones".  This  is  the  worst  case  possible 
because  when  the  data  varies  there  will  be  more  construc- 


tive interference  then  accounted  for  in  Eq  (64) . Also, 
the  filter  is  assumed  to  be  centered  on  the  spread  spec- 
trum signal,  thus  insuring  a worst  case  consideration. 

Because  Eq  (64)  is  an  unbounded  summation,  it  becomes 
necessary  to  approximate  its  value  by  means  of  numerical 
evaluation  on  a computer.  This  evaluation  resulted  in 

the  graph  of  Figure  19,  where  the  value  for  Nt  B monotoni- 

s 

i 

cally  increases  while  k is  held  constant.  Figure  19  shows 
that  as  NtgB  increases  the  amount  of  intersymbol  inter- 
ference decreases  exponentially.  Therefore,  the  effects 
of  intersymbol  interference  can  be  reduced  by  the  use  of 
a spread  spectrum  code  with  a maximal  code  length,  assuming 

i 

that  B is  constrained  to  a maximum  value.  It  is  observed 
that  as  Ntg  increases  the  period  of  the  spread  spectrum 
code  is  increased  and  the  data  is  slowed  down  proportionately. 

|> 

This  allows  more  energy  for  each  data  bit  and  thus  increases 
jamming  resistance.  This  assumes  that  the  information  bit 
contains  one  period  of  the  spread  spectrum  code. 
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(d^/t  B)  x 10  [Volts] 
a s 


V.  Conclusions 

One  effective  method  to  improve  performance  in  a com- 
munications system  is  the  use  of  spread  spectrum  techniques. 

A second  method  is  to  adaptively  filter  out  any  interfer- 
ence signal  before  it  is  processed  by  the  receiver.  In 
an  effort  to  achieve  even  greater  performance,  this  thesis 
investigated  the  effects  of  combining  both  of  these  methods. 
It  was  shown  in  Appendix  F that  the  greatest  threat  to  a 
spread  spectrum  communications  system  is  a narrowband 
jammer.  In  order  to  negate  this  threat,  the  use  of  a pro- 
grammable adaptive  tapped  delay  line  to  provide  a narrow 
band  stop  (colored-noise)  filter  could  be  used.  The  adaptive 
portion  of  the  filter  allows  the  filter  to  locate  the  narrow- 
band  jammer  and  adapt  to  its  bandwidth.  For  the  purpose 
of  this  thesis,  the  adaptive  filter  is  considered  to  follow 
the  jammer  perfectly,  thereby  allowing  for  complete  fil- 
tering. 

To  determine  the  effects  of  this  colored-noise  filter 
in  a spread  spectrum  receiver,  three  different  criteria 
were  designed:  autocorrelation  peak  degradation,  signal- 
to-noise  ratio,  and  intersymbol  interference.  The  intro- 
duction of  any  type  of  filter  causes  a reduction  in  the 
amount  of  desired  signal  power  which  reaches  the  output 
of  the  receiver.  Chapter  II  shows  that  for  a jamming  signal 
located  within  the  spread  spectrum  bandwidth,  the  amount 
of  autocorrelation  peak  degradation,  d,  is  given  by 
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Eq  (31) 


d = Bt  sine2  (t  Af)  (31) 

s s 

where 

B is  the  bandwidth  of  the  jamming  signal 

t is  the  chip  interval  of  the  spread  spectrum 

s code 

Af  is  the  amount  of  frequency  offset  of  the 
center  of  the  jamming  signal  from  the 
center  of  the  spread  spectrum  signal. 

Thus,  the  amount  of  peak  degradation  is  dependent  on  the 

jammer's  bandwidth  and  relative  position.  The  smaller 

the  value  of  B,  the  smaller  the  degradation;  and  the 

larger  the  relative  center  frequency  offset,  the  smaller 

the  degradation.  Thus,  for  the  largest  threat  against 

a spread  spectrum  communications  system  (narrowband  jamming) 

there  is  a relatively  small  amount  of  autocorrelation  peak 

degradation  (Figure  7) . 

The  second  criterion  for  performance  was  the  compari- 
son of  signal-to-noise  ratios  of  the  receiver  with  and 
without  the  colored-noise  filter.  In  both  analyses,  the 
spread  spectrum  signal  is  considered  to  be  a binary  infor- 
mation signal  modulated  by  a direct  sequence  code  with  a 
fixed  total  energy,  E,  and  a bandwidth,  W.  The  noise  of 
the  receiver  is  considered  to  have  a flat  spectral  density 
over  the  bandwidth  W.  Likewise,  the  jamming  signal  is 
considered  to  have  a flat  spectral  density  over  its  band- 
width B,  where  B is  much  smaller  than  W.  Chapter  III  goes 
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through  the  analyses  and  yields  the  resulting  equation 


where 


SNRW 

SNRW/0 


(1- 


2B 

W 


) (1+ 


2JoB 

N0W 


(58) 


J_  is  twice  the  baseband  jammer  power  spec- 
tral density 

Nq  is  twice  the  baseband  noise  power  spectral 
density 


An  increased  performance  capability  exists  whenever  Eq  (58) 
yields  a value  greater  than  one.  This  occurs  whenever 


1 


1-2B 

W 


or  equivalently 


(59) 


(60) 


The  last  criterion  considered  was  the  resulting  in- 
tersymbol interference  caused  by  the  introduction  of  a 
colored-noise  filter.  Chapter  IV  presented  the  calcula- 
tions yielding  Eq  (63)  which  gives  the  amount  of  degrada- 
tion (di)  due  to  inter symbol  interference. 

00 

d.  = t B Z sinc(k  BNt  ) (63) 

i s k=1  s 

where 

t is  the  chip  interval  of  the  spread  spec- 
s trum  code 

B is  the  bandwidth  of  the  colored-noise 

filter 
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N is  the  number  of  chips  in  the  spread  spec- 
trum codeword 

k is  the  number  of  autocorrelations  considered 

Eq  (63)  indicates  that  the  amount  of  autocorrelation  peak 

degradation  due  to  intersymbol  interference  is  determined 

by  t , B,  and  N.  If  t and  B were  to  be  considered  as 
s s 

fixed  at  any  given  time,  then  N would  be  the  critical  factor 
in  Eq  (63) . This  is  shown  in  Figure  16. 

Based  on  the  three  criteria  of  autocorrelation  peak 
degradation,  signal-to-noise  ratio  improvement  factor, 
and  intersymbol  interference  an  increased  anti-jam  capa- 
bility exists  in  an  adaptive  spread  spectrum  system.  For 
a sacrifice  of  1 dB  in  the  autocorrelation  peak,  incurred 
by  the  introduction  of  a colored-noise  filter  with  a band- 
width of  3 percent  of  the  spread  spectrum's  code  bandwidth, 
an  attenuation  of  25  dB  in  jamming  power  can  be  achieved. 
This  increased  anti- jam  performance  may  one  day  make  the 
difference  between  command  and  control  communications  and 
chaos. 

This  paper  dealt  with  ideal  narrowband  colored-noise 
filters.  A future  study  should  be  made  into  the  use  of 
an  other  than  ideal  filter.  A trade  off  between  the  under 
and  over  filtering  could  be  accomplished.  This  follow-on 
paper  should  also  consider  the  use  of  whitening  filters 
in  place  of  the  narrowband  filter.  A second  area  left  open 
for  further  investigation  is  the  accuracy  and  speed  of  the 
adaptive  system  to  locate  and  follow  a narrowband  jammer. 
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This  appendix  contains  the  calculations  used  to  com- 
pile Table  I.  Table  I contains  the  percentage  value  of 
W that  B occupies,  the  amount  of  normalized  degradation, 
the  amount  of  power  degradation  associated  with  each  value 
of  degradation,  and  the  percentage  the  spread  spectrum 
power  density  function  deviates  from  its  zero  frequency 
value.  The  calculations  are  based  on  a direct  sequence 
modulated  spread  spectrum  code  with  a frequency  bandwidth 


The  following  values  are  used  throughout  this  appendix: 
t is  equal  to  2W 

t^  is  equal  to  1/B 

sine  (t  /t_)  is  i^e  amount  the  normalized  degradation 

value  deviates  from  its  maximum  value  over 
the  interval  of  the  correlation  function. 

2 

sine  (tgB/2)  is  the  factor  amount  the  spread  spectrum 
power  density  function  deviates  from  its 
value  at  the  center  frequency  of  the  filter 
over  the  filter's  bandwidth. 

P is  the  percentage  the  spread  spectrum  power 
density  function  deviates  from  its  value  at 
the  center  frequency  of  the  colored-noise 
filter  over  the  filter’s  bandwidth. 

d is  the  amount  of  degradation  introduced 
by  adding  the  colored-noise  filter  into 
the  system.  It  is  equal  to  Bt  (see  Eq  20) . 

S 

(1-d)  is  the  resulting  new  value  of  the  normalized 
autocorrelation  peak  caused  by  the  colored- 
noise  filter. 

L is  the  amount  of  power  required  to  overcome 
the  loss  of  signal  power  due  to  the  colored- 
noise  filter  and  is  equal  to  20  log  (1-d) . 


v 


Table  I 


Effect  of  Closed-Noise  Filter  Centered  on 
Spread  Spectrum  Signal 


B/W 

(%) 

d 

(normalized) 

20iog (1-d) 

(dB) 

P 

(%) 

0.025 

.001 

-0. 00868 

0.000 

0.05 

.002 

-0.01738 

0.000 

o.io 

.004 

-0.03480 

0.003 

0.20 

.008 

-0.06976 

0.005 

0.25 

.010 

-0.08730 

0.01 

0.50 

.020 

-0.17548 

0.04 

1.00 

.040 

-0.35458 

0.13 

1.25 

.050 

-0.44552 

0.21 

1.50 

.060 

-0.53744 

0.30 

2.00 

.080 

-0.72424 

0.53 

2.50 

.100 

-0.91514 

0.82 

3.00 

.120 

-1.11034 

1.18 

3.75 

.150 

-1.41162 

1.84 

4.375 

.175 

-1.67092 

2.49 

5.00 

.200 

-1.93820 

3.25 

6.25 

.250 

-2.49878 

5.04 

8.50 

.300 

-3.09804 

7.19 

8.75 

.350 

-3.74174 

9.68 
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Appendix  B 


This  appendix  contains  the  calculations  used  to  com- 
pile Table  II.  Table  II  contains  for  each  corresponding 
percentage  value  of  W that  B occupies,  the  amount  of  nor- 
malized degradation,  the  amount  of  power  degradation,  and 
the  percentage  that  the  spread  spectrum  power  density  func- 
tion deviates  from  its  Af  frequency  value.  The  calculations 
are  based  on  a direct  sequence  modulated  spread  spectrum 
code  with  a frequency  bandwidth  W. 

The  following  values  are  used  throughout  this  appendix: 
t equal  to  2/W 

tj  equal  to  1/B 

Af  equal  to  j megahertz 

f^  equal  to  Af  - (B)/2 

fh  equal  to  Af  + (B)/2 

sine  (tg/tf)  the  amount  the  normalized  degradation  value 
deviates  from  its  maximum  value  over  the 
interval  of  the  autocorrelation  function 


sine  (tg/f-j^) 


sine  (tg/fh) 


the  factor  a-.ount  the  spread  spectrum 
power  density  function  at  frequency  f, 
deviates  from  its  value  at  frequency  if 

the  factor  amount  the  spread  spectrum  power 
density  function  at  frequency  f^  deviates 
from  its  value  at  frequency  f. 

2 

defined  as  sine  (t  Af)  and  is  equal  to 
0.405285  S 

2 

equal  to  z minus  sine  (tg  f^) 

2 

equal  to  z minus  sine  (tg  f^) 

defined  as  the  amplitude  of  the  spread 
spectrum  density  function  at  the  center  of 
the  filter,  t z.  Equal  4.05285  x 10~  . 
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P the  percentage  the  spread  spectrum  power 
density  function  deviates  from  its  value 
at  frequency  Af  over  the  bandwidth  of  the 
filter.  Equal  to  AL  or  AH,  which  ever  is 
largest,  divided  by  z and  multiplied  by  100. 

d the  amount  of  degradation  introduced  by 
adding  the  colored  noise  filter  into  the 
system.  Equal  to  BC  (see  Eq  29)  . 

L the  amount  of  power  required  to  overcome 

the  loss  of  signal  power  due  to  the  intro- 
duction of  the  colored-noise  filter. 


Table  II 

Results  of  Using  Colored-Noise  Filter  Offset 
by  50  Percent 


B/W 

(%) 

d 

(normalized) 

L 

(dB) 

P 

(%) 

I* 

0.025 

0.00041 

-0.00352 

0.20 

1 

0.05 

0.00081 

-0.00704 

0.40 

[ 

0.10 

0.00162 

-0.0141 

0.80 

0.20 

0.00324 

-0.0282 

1.60 

0.25 

0.00405 

-0.03528 

2.01 

.50 

0.00811 

-0.0707 

4.02 

.75 

0.01216 

-0.10626 

6.05 

k 

1.00 

0.01621 

-0.14196 

8.08 

1.25 

0.02026 

-0.17782 

10.12 
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Appendix  C 


This  appendix  parallels  Appendix  B except  the  value 
for  d is  computed  for  the  largest  value  of  the  power 
spectral  function  within  the  bandwidth  of  the  filters. 

This  corresponds  to  calculating  d at  f..  Defining  a vari- 
able, K,  as 

K = tg  sinc2(tsf1) 

and  using  Eq  (31)  yields 

d = BK 

This  gives  the  maximum  degradation  due  to  the  filter 
and  will  serve  as  a maximum  bound  on  the  power  lost,  L, 
where 

L = 20  log  (1-d) 

From  the  above  information,  Table  III  was  compiled. 


Table  III 


Upper  Bound  on  d (50  Percent  Offset) 


B/W 

(%) 

d 

(normalized) 

L 

(dB) 

P 

(%) 

0.025 

0.00041 

-0.00352 

0.20 

0.05 

0.00081 

-0*00706 

0.40 

0.10 

0.00163 

-0.01414 

0.80 

0.20 

0.00327 

-0.02844 

1.60 

0.  25 

0.00413 

-0.03598 

2.01 

0.50 

0.00827 

-0.07212 

4.02 

0.75 

0.01289 

-0.11272 

6.05 

1.00 

0.01686 

-0.14772 

8.08 

1.25 

0.02232 

-0.19602 

ib.12 
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Appendix  D 


This  appendix  also  parallels  Appendix  B.  This  time 
the  lower  bounds  for  the  power  lost  due  to  the  use  of  a 
colored-noise  filter  is  being  calculated.  The  variable 
Q will  be  used  to  represent  the  smallest  magnitude  of  the 
power  spectral  function  within  the  bandwidth  of  the  filter 
Q will  be  calculated  using  the  frequency  f^  as  follows: 

Q = ts  sinc2(tsfh) 

This  gives  (see  Eq  31)  , 

d = BQ 

where  d is  now  the  minimum  degradation  bound  on  the  auto- 

correlation peak  and  thus,  a minimum  power  loss  variable. 


Table  IV 


Lower  Bound  on  d (50  Percent  Offset) 


B/W 

(%) 

d 

(normalized) 

L 

(dB) 

P 

(%) 

0.025 

0.00040 

-0.00352 

0.20 

0.05 

0.00080 

-0.00702 

0.40 

0.10 

0.00161 

-0.01404 

0.80 

0.20 

0.00322 

-0.02798 

1.60 

0.25 

0.00397 

-0.3455 

2.01 

0.50 

0.00794 

-0.06928 

4.02 

0.75 

0.01144 

-0,09990 

6.05 

1.00 

0.01557 

-0.13628 

8.08 

1.25 

0.01827 

-0.16014 

10.12 

-M... 
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Appendix  E 


This  normalized  energy  E of  a signal  x(t)  is  defined 
as  the  energy  dissipated  by  a voltage  applied  across  a one- 
ohm  resistor.  An  equivalent  definition  would  be  the  energy 
E dissipated  by  a current  x(t)  passing  through  an  one-ohm 
resistor.  Therefore, 


E 


T 

= lim  f i2 ( t) dt 
T->"  T 

T 2 
= lim  / | x ( t ) \zdt 

t 

= / | X ( t ) |2dt 

—00 


(E-l) 


where  x(t)  may  be  complex.  Writing  x(t)  in  terms  of  its 
Fourier  transform  X(f)  yields 
00  00 

E = f x*(t ) If  X(f)  ejwtdf]dt  ( E— 2 ) 

— 00  —00 


Reversing  the  order  of  integration  to  obtain 

00  00  , 

E = fX(f)  [fx*  (tje^dtjdf 
—00  —00 

00  00  , 

= /X(f) [/x(t)e3wtdt]*df 

— 00  —oo 

00 

= /x(f)x*(f)df 

— 00 


(E-3) 


The  result  is  known  as  Parseval ' s theorem: 

E = 7|,(t) |2dt  = / | X ( f ) |2df 

— 00  —00 


(E-4 ) 


where 
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X (f ) = /x(t)e":wtdt  ( E—  5 ) 

— 00 

The  units  for  x(f)  are  volts-seconds.  Therefore,  the 
units  for  | x ( f ) ! are  (volts-seconds)  squared.  On  a per- 
ohm  basis  (volts-seconds)  squared  becomes  watts-seconds- 
seconds.  Since  the  inverse  of  seconds  is  hertz  and  watts- 
seconds  is  joules  per  hertz,  this  is  the  unit  for  energy 
density.  Since  |X(f) | is  integrated  over  all  frequencies, 
the  result  is  total  energy  (E^) . If  x(t)  is  allowed  to  be 
c (t) , then 

00  ? 

E = /|c(f)  | df 

— oo 

00 

= / I c (t) I 2dt  (E-6) 

— 00 

For  the  baseband  power  spectrum  representation,  c(t), 
the  following  calculations  on  c(t)  at  radio  frequency  are 
performed, 

T 

E = / [c (t) cos (wmt) ] 2dt 

o 

T 

= /c2(t)cos2(w  t)dt 
m 
o 

T T 

■ / (l/2)c2  (t)dt  + /l/2C2(t)cos(2wmt)dt 
o o 

T 2 

= (1/2)/  c (t)dt  (E-7 ) 

o 

2 

where  cos  x = 1/2  +(l/2)cos2x  was  used.  The  second  integral 
is  equal  to  zero  since  the  integration  is  over  many  cycles 
of  the  integrand. 
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The  above  implies  that  since 

T T 

(1/2) / |c (t) |2dt  = /|c(t) |2dt 
o o 

where  C(t)  is  equal  to  C (t)  cos  (2irfmt) 

Thus, 

T T 

/|c(t) |2dt  = 2/ |c (t) |2dt 

o o 

From  this  equation,  the  defining  relation  between 
signals  at  radio  frequency  and  signals  at  baseband  is  de- 
fined as 

m(t)  = 2 Re[m(t)e+j2fmt]  (E-10) 

where  m(t)  is  a baseband  signal.  Defining  the  total  energy 
of  the  baseband  signal  as 

T 2 

E = (1/2)  / |c  (t)  Pdt 
o 


(E-8) 


(E-9) 


T 

= / |c (t) | 2dt 

o 


(E-ll) 
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Appendix  F 


This  appendix  compared  the  effects  of  different  types 
of  jamming  interference  on  a direct  sequence  spread  spectrum 
communication's  system.  Three  types  of  jammers  are  con- 
sidered: a wideband  jammer,  a narrowband  jammer,  and  a 

jammer  whose  signal  spectrum  is  matched  to  the  spread 
spectrum  signal.  All  three  types  of  jammers  are  considered 
to  have  equal  and  fixed  amounts  of  power  which  lie  within 
the  bandwidth  of  the  spread  spectrum  signal.  Figure  Fl 
is  a block  diagram  of  the  receiver. 

The  first  type  of  jammer  to  be  considered  is  a wide- 
band jammer  with  a bandwidth  equal  to  or  greater  than  that 
of  the  spread  spectrum  signal.  The  jammer  is  considered 
to  have  its  power  equally  spread  over  its  bandwidth.  When 
this  interference  signal  goes  through  the  first  filter  of 
the  receiver,  it  is  band  limited  to  the  spread  spectrum's 
signal  bandwidth,  W.  Upon  going  through  the  matched  filter, 
it's  power  is  spread  over  a bandwidth  equal  to  two  W.  When 
it  goes  through  the  narrowband  filter  with  a bandwidth 
equal  to  the  desired  signal's  bandwidth,  D,  only  a portion 
of  the  jammer's  power  is  present  at  the  output.  Figure  F2 
shows  this  process. 

In  Figure  Fl,  JIN(f)  is  set  equal  to  Jw/2,  the  power 
density  function  of  the  jamming  signal  at  baseband.  J^(f) 
the  jammer's  power  density  function  at  the  input  to  the 
matched  filter  can  be  calculated  as  follows: 
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Figure  Fl.  Block  diagram  of  spread  spectrum  receiver  used 
for  noise  power  calculations. 

Jl(f)  = JIN(f)lHl!2 

= (Jw/2)4  ~ f - | (Fl) 

where 

is  the  transfer  function  of  the  first 
filter  at  baseband 

fm  is  the  center  function  of  the  spread 
spectrum  signal 

Jjff)/  the  jammers  power  density  function  at  the  output  of 
the  matched  filter,  as  determined  by 

J2(f)  = JjJCMf)!2 

= 2Jw|c*(f)|2  -W  - f - W (F2) 

where 

C*(f)  is  the  baseband  Fourier  transform  of  the 
spread  spectrum  code 

The  output  of  the  narrowband  filter  is  given  by 

4 
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-D/2-f-D/2 


JG(f)  " J2  lH2 (f)  I 2 


= J 


(F3) 


To  obtain  the  total  jamming  power  at  the  output,  JQ(f) 
is  integrated  over  all  frequencies.  Eq  (41)  is  used  to 
obtain  the  result 


= 8 Jw/|C*(f) |2df  -D/2-f-D/2 

— oo 

D/2 

= 8 / S(f)df 

W-D/2 

= 8 JWE(D/W)  (F4 ) 


For  the  narrowband  case,  a jammer  with  the  same  total 
fixed  power  as  the  wideband  jammer  is  considered.  However, 
the  narrowband  power  density  function  (JN/2)  is  considered 
to  be  constant  over  its  signal's  bandwidth  (B) , which  is 
within  the  spread  spectrum  signal's  bandwidth  (W) . This 
narrowband  jamming  signal  at  the  output  of  the  narrowband 
filter  of  Figure  Fl  becomes 


Jl(f)  = (Jn/2)  lHl(f) 


- V 


(F5) 


At  the  output  of  the  matched  filter,  the  power  density 
function  becomes 

Jfe(f)  = Jx(f)  [C* (f ) |2 


- 2JN(f)|C*(f) 


W+B  W+B 

- J<f<  J (F6) 
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The  narrowband  jamming  signal's  power  has  been  spread  on  a 


I 


I 


I 


bandwidth  equal  to  W+BT. 

U 


The  jammers  power  density  func- 


tion at  the  output  of  the  narrowband  filter  is 


J0(f>  = J2  |H2(f)|2 

- 2JN(f) |C*(£I | 2|H2(£)f 

= 8JN(f)S(f)  -D/2-f-D/2  (F7) 


Again  the  total  output  jamming  power  is  found  by  integration: 

D/2 

P = 8J„  / S (f ) df  (F8) 

N -D/2 

Using  Eqs  (3)  and  (45) 


PN  = 8JnE(D/W)  (F9) 

Eq  (F9)  assumes  that  the  narrowband  filter  has  the  same 
bandwidth  as  the  narrowband  jammer  and  allowed  JN(f)  to 
be  considered  a constant. 

Comparing  the  output  powers  of  the  narrowband  jamming 
signal  to  the  output  power  of  the  wideband  jamming  signal 
results  in  the  following 


Since  both  jamming  signals  have  equal  total  power  and  both 
have  constant  but  unequal  power  densities  over  their  respec- 
tive frequency  bands,  the  above  equation  is  also  equal  to 
the  inverse  of  their  corresponding  frequency  bandwidths. 
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(Fll) 


That  is. 


N 


W 


B. 


W 


B 


where 


B, 


W 


B 


N 


N 


is  the  bandwidth  of  the  wideband  jammer 
is  the  bandwidth  of  the  narrowband  jammer. 


Thus, 


N 


Bw 

(— ) p 

V w 


(F12) 


This  indicates  that  a narrowband  jammer  with  the  same  total 
power  as  a wideband  jammer  is  more  effective  against  a 
spread  spectrum  communications  system. 

The  third  type  of  jamming  signal  to  be  considered  is 
a signal  which  is  matched  to  the  matched  filter  of  Figure 
Fl.  The  total  energy  of  this  jamming  signal  is  considered 
to  be  fixed  and  equal  to  that  of  the  wideband  and  narrow- 
band  jamming  signals.  Thus,  if  jm(t)  is  defined  to  be  the 
jamming  signal,  then  JM(f)  is  defined  to  be  the  Fourier 
transform  of  j m ( t ) - Its  energy  spectral  density  is  defined 


as  Sj(f),  where 


Sj(f)  = |JM(f) 


(F13) 


Invoking  Eq  (E-10) , the  defining  equation,  to  obtain  the 
baseband  representation  yields 


ST(f)  = (l/2)|JM(f) 


(F14) 
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The  output  of  the  wideband  filter  in  Figure  Fl  is  given  by 


Jx(f)  = Sj(f)  lEj.ff)  |2 
= 4S j ( f ) 

The  output  of  the  matched  filter  becomes, 
J2(f)  = 4Sj(f)  |C*(f)  |2 

- 2|JM(f)|2|C*(f)|2 


Since  J„(f)  and  C*(f)  are  matched,  then 
| JM ( f ) I 2 = G |C* (f ) I 2 


where 

G is  a proportionality  constant 
Thus,  Eq  (Fl6)  becomes 

J2(f)  = 2G | C* ( f ) | 4 

The  output  of  the  narrowband  filter  is 

JQ(f)  = J2  (f ) | H2 (f ) | 4 
= 8G  | C*  ( f ) | 4 

The  total  output  power  is  obtained  by  integration: 


P 


m 


JQ(f)df 

D/2 

8G  / | C* (f ) |*df 
-D/2 


(F15) 


(F16) 


(F17) 


(F18) 


(F19) 


(F20) 
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Substituting  Eq  (3)  into  the  above  gives 


p w = 8G  /((§)sinc2(t  f))2df 
M -D/2  W S 


E 2 ' 4 

= SG(|r  / sine  (t  f ) df 

W -D/2  S 


(F21) 


Since  the  narrowband  filters  bandwidth,  D,  is  much  smaller 
than  the  spread  spectrum  signal's  bandwidth,  W,  the  following 
approximation  is  made 


D - f sine  (t  f)df 
-D/2  s 


(F22) 


Thus,  Eq  (21)  becomes 


PM  - 8GD  (|)2 


(F23) 


In  order  to  compare  the  output  power  of  the  narrowband 
jammer  to  the  matched  jammer,  it  is  necessary  to  equate  G 
to  JN-  Since  the  total  power  of  both  jammers  are  equal, 
the  following  equation  can  be  written: 


oo 

(^N} Bn  = /G|C*(f)|2df 


“ j 

= G/|C*(f) |df 


Using  Eq  (Ell)  yields 


(y?-)BN  = G(2E) 


Therefore, 


JNBN 


(F24) 


(F25) 


(F26) 


66 


(F27) 


filter  of  Figure  FI.  From  Eqs  (F12)  and  (F29)  it  is  deter- 
mined that  a narrowband  jammer  is  the  most  effective  jammer 
against  a spread  spectrum  communications  system.  The  only 
exception  is  a jammer  that  is  exactly  correlated  to  the 
spread  spectrum  code  (Ref  1:142),  i.e.  a duplicate  of  the 
spread  spectrum  direct  sequence  code. 
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